
From: Peralta, Rene C. (Fed)
To: Perlner, Ray A. (Fed); Chen, Lily (Fed); Moody, Dustin (Fed); Kelsey, John M. (Fed); Cooper, David (Fed);

internal-pqc
Subject: Re: Commenting on 3rd round report
Date: Monday, March 7, 2022 5:49:57 PM

>>
I think the idea here is you could define a decision problem where the instances extrapolate
from cryptographic instances in some systematic fashion (so that e.g. decrypting with
knowledge of the key is in P).
>>

The complexity people call that a "restriction" of the problem. NP hard problems are often
reducible to restrictions (making the restriction NP hard), but I don't know if this is the case for
any of the lattice problems used in the finalists. I thought the point was that the instantiation
of an NP hard problem need not be hard. Maybe you want to make both points...

René.

From: Perlner, Ray A. (Fed) <ray.perlner@nist.gov>
Sent: Monday, March 7, 2022 4:19 PM
To: Chen, Lily (Fed) <lily.chen@nist.gov>; Peralta, Rene C. (Fed) <rene.peralta@nist.gov>; Moody,
Dustin (Fed) <dustin.moody@nist.gov>; Kelsey, John M. (Fed) <john.kelsey@nist.gov>; Cooper,
David A. (Fed) <david.cooper@nist.gov>; internal-pqc <internal-pqc@nist.gov>
Subject: RE: Commenting on 3rd round report
 
I think the idea here is you could define a decision problem where the instances extrapolate from
cryptographic instances in some systematic fashion (so that e.g. decrypting with knowledge of the
key is in P). Then the decision problem would be to, say, to find some particular bit of the private
key. The idea is that wouldn’t be NP hard.
 
Another way of looking at this. Say you were generalizing from BIKE, the problem might be to
distinguish between k x 2k parity check matrices that do and don’t have a weight w = sqrt(k)
codeword.  Such a problem might be NP-hard if w is part of the instance and arbitrary, but it
probably isn’t when w is restricted to be no more than O(sqrt(k)), as is required for decryption to
work.
 
Maybe can reword to “This does not guarantee that it’s NP hard to break the class of instantiations
related to asymptotically efficient instantiations of the cryptosystem.”
 

From: Chen, Lily (Fed) <lily.chen@nist.gov> 
Sent: Monday, March 7, 2022 3:15 PM
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To: Peralta, Rene C. (Fed) <rene.peralta@nist.gov>; Moody, Dustin (Fed) <dustin.moody@nist.gov>;
Kelsey, John M. (Fed) <john.kelsey@nist.gov>; Cooper, David A. (Fed) <david.cooper@nist.gov>;
internal-pqc <internal-pqc@nist.gov>
Subject: RE: Commenting on 3rd round report
 
Yes, Rene, you are correct. The original sentence was “This does not guarantee that
cryptographic instantiations are NP hard.”  Even breaking the systems cannot be NP-
Hard.
Lily
 
 

From: Peralta, Rene C. (Fed) <rene.peralta@nist.gov> 
Sent: Monday, March 7, 2022 2:54 PM
To: Chen, Lily (Fed) <lily.chen@nist.gov>; Moody, Dustin (Fed) <dustin.moody@nist.gov>; Kelsey,
John M. (Fed) <john.kelsey@nist.gov>; Cooper, David A. (Fed) <david.cooper@nist.gov>; internal-
pqc <internal-pqc@nist.gov>
Subject: Re: Commenting on 3rd round report
 
>> 
This does not guarantee that breaking cryptographic instantiations are is NP hard.”
>> 
 
Instantiations cannot be NP-hard, as this is an asymptotic notion only.
Maybe we could just remove "NP"?
 
René
 

From: Chen, Lily (Fed) <lily.chen@nist.gov>
Sent: Monday, March 7, 2022 2:44 PM
To: Moody, Dustin (Fed) <dustin.moody@nist.gov>; Kelsey, John M. (Fed) <john.kelsey@nist.gov>;
Cooper, David A. (Fed) <david.cooper@nist.gov>; internal-pqc <internal-pqc@nist.gov>
Subject: RE: Commenting on 3rd round report
 
These are the comments I have so far. I will continue to use the same format, if it is
okay.
 
Lily
 

From: Moody, Dustin (Fed) <dustin.moody@nist.gov> 
Sent: Monday, March 7, 2022 2:40 PM
To: Kelsey, John M. (Fed) <john.kelsey@nist.gov>; Cooper, David A. (Fed) <david.cooper@nist.gov>;
internal-pqc <internal-pqc@nist.gov>
Subject: Re: Commenting on 3rd round report
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I'd agree with David that we should just use the commenting feature at this point.  If you want
to make comments some other way, just send an email, and we can insert them into Overleaf
for you.  
 
Please regularly go check for comments and help resolve any that you can.   I'll try to directly
contact you if I think you could provide some feedback for a particular comment and you
haven't addressed it.  
 
Great job by everyone - we've almost got it done.  Thanks,
 
Dustin

From: Kelsey, John M. (Fed) <john.kelsey@nist.gov>
Sent: Monday, March 7, 2022 2:36 PM
To: Cooper, David A. (Fed) <david.cooper@nist.gov>; internal-pqc <internal-pqc@nist.gov>
Subject: Re: Commenting on 3rd round report
 
Everyone,

I can't seem to get the commenting feature to work--maybe because I'm using a weird browser
(Brave)?  Maybe I'll just write comments separately and email them or something if I can't figure it
out, but it seems kind of awkward.  

On 3/7/22, 14:31, "Cooper, David A. (Fed)" <david.cooper@nist.gov> wrote:

    Hi all,

    I would like to suggest that anyone wishing to comment on the 3rd round 
    report at this point use Overview's commenting feature rather than 
    inserting comments into the body of the document.

    I am concerned that comments inserted into the body of the document at 
    this late stage will be missed and will accidentally end up in the final 
    document.

    Thanks,

    David
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